Illinois Emergency Medical Services for Children

Confidentiality Guidelines for Regional CQI Activities
Definition of terms

1. Protected Health Information (PHI) – Any personal health information that includes items to connect the information to a specific patient

a. Medical records

b. Other information that identifies the patient:

i. Demographic information

ii. Medical information

iii. Financial information

2. HIPAA Privacy Rule – A federal regulation that protects patients’ right to privacy. HIPAA seeks to safeguard a patients’ PHI when it is spoken, written or transferred electronically.

3. Use and disclosure of PHI – When PHI is looked at, read, discussed and when PHI is copied or sent to other organizations

4. Minimum Necessary Standard - PHI may be accessed and/or released for treatment, payment, and/or health care operations but is subject to applicable restrictions and limitations.

5. Health care operations – business management, administrative activities, quality improvement and training

Implications for Hospital-Based Pediatric CQI Liaison Activities 

· CQI activities are considered healthcare operations, as we strive to identify opportunities to improve the delivery of emergency health care to children in Illinois. 

· Through CQI activities we Plan, Do, Study, and Act on areas specific to pediatric emergency care. 

· These activities involve direct observations of patient care and review of patient medical records to collect data 

· Access only information necessary when collecting data

· Store any paper that contains PHI in a confidential place; i.e. logs with patient identifiers, medical records

· Log off or lock your work station after electronically collecting, collating, or manipulating data containing patient identifiers 

· When finished with medical records place them in a secure location until they can be returned to the medical records department

· Use your designated hospital code when transmitting data electronically, by fax, or through the mail to EMSC for analysis and reporting. Do not indicate hospital identification on materials sent to EMSC.

· Place a disclaimer on all materials related to CQI activities, i.e. the phrase “Confidential. For Quality Improvement Use Only” or a similar statement should be placed on all data collection tools and reports.

Implications for Regional CQI Committees

· CQI activities are considered healthcare operations, as we strive to identify opportunities to improve the delivery of emergency health care to children in Illinois.
· Through CQI activities we Plan, Do, Study, and Act on areas specific to pediatric emergency care.
· Observations and data collection reports are brought to regional committees for discussion and review. The discussions may result in the identification of a specific child due to unique circumstances of a particular case.  In small communities, it is even more likely that identification of a particular patient could be made, for example:  a two year old who was badly burned on Christmas Eve and subsequently flown to a Burn Center.
· It is imperative that discussions remain confidential.  Written recordings of the cases discussed should not be identifiable to any particular patient and audio taping of committee meetings should be turned off when case presentations are presented and discussed.
· Share only the minimum information necessary for adequate discussion when appropriate
· Place a disclaimer on all materials related to CQI activities, i.e. the phrase “Confidential. For Quality Improvement Use Only” or a similar statement should be placed on all data collection tools and reports.

For questions or additional information please contact EMSC at 708-327-EMSC or www.luhs.org/emsc. 







